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Log Analysis - XpolLog

Log Viewer

system ause

Navigation buttons
250/ 250 records Store Data (100.00%)

Serverlp User ActionType  Action Description Context Thread

55 MASTER  acmin ess SEARCH_ENGINE XpoLogobExecuters. 4
admin SEARCH_ENGINE XpaloglobExecuters-4
SEARCH_ENGINE XpoLogjobExecuters 2

SEARCH_ENGINE KpoLoglobExecuters 2

B system SEARCH_ENGINE XpoLogiobExecuters-2
KpotoglokExecuters 2

XpoLoglobUserExecuters- 169
XpoLoglobEren

£S5 start process
Indiex

Search
search
Search
search
search
Search
Search
Search
Search
Search

XpoLoglobUserExecuters- 166

MASTER  system CHANGE COMPUTATION
MASTER  system COMPUTATION XpoLoglob
MASTER  system E! COMPUTATION KpologlobUse 3
MASTER  system COMPUTATION XpoLogiobUsert -
4 MASTER  system C Log computanion COMPUTATION XpoLoglobUserExec rers- 1
MASTER Loy tion COMPUTATION XpoLoglab

55 COMPUTATION
ROCESS  end process SEARCH_ENGINE
PROCESS | start pracess
ENDPROCESS  end pros

1 - Technical writer (2019)

\esnnmisauviessdnsgsiafinnudonis
Annuanugvesszuulasaaisiiugiudifie 49 Xpolog
Center Juunannasun1siaszi log veamsidigssuy
dwfunsldeoivled annsafunuaztiufindeyaiile
govautgn dlvadiesieau wagldnsivasudonn
wanalusunsy Tngaziuavuainuazunadnfiazainisn
Tidmisenuinausyszansamnsianuuasdadiie
wan Tusunuuyuues (viewer) anunsainluiasiey
$1891UNTAUM (search) uazirlgszuun1suinis
Sansidesnudaendosell weilusunsy Xpolog 1Ju
unasosudmiumsdnnisuaziiaszitoyadiiu log ¢
vangguLuy anuanansalunsAumiaziinged siuds
N15a319 visualization AU log “lfu‘] lasnee

ﬂ’]‘wﬁ 1 Log Viewer 310 XpolLog

Filter and Time panel

I: Q m All Time. .

Object Type  Objact Id Object Name Host Process Time ExtraData Message

516 History end pracess veaise
- - 1
Lo Syslog Tee 15155 sysopTer focatnost 653
Log localhost_acee localhast_access_log  localhost 1
Log localhost_access_log_1 localnast_access Jog localhost A
Log lacalnost_sccess_og_ 1451532204190 ocalnast_access log localhose 1
- 1
Lo localnast sccess jog localhose -1
Log Jocathost )
Log ServietContainer 1
Log 1
Lo 8
Lot ; !
Log Lo st 1
Log xpig_access log 1
XpoLoghemary !
Log test 1
spolaglog !
Log eror log 3
Lo localnast
Log xpologicensing sartpr 15
Log xpolog-licensing start computing log x
Log xpologdcersing  locahose -1
Log xpolog: '] locathost 1003
Loz mailog ocathose -1
Lo mailog focahose 1
Log mailog locathose 1
Log maillag mailiog Iscalhost 15
526
- - 1
Lo cataina_144891 241643 cotalins out Idxpologcom 3077

Xpolog #3Fmsdaivdeya log 418 @1w1sa
AATIEiLarnIIvdeudaya log IAINTTUULALIN
¢ v & v P a '
gunsalfdulassadreiiuguldiduedned awnsadae
wAlalymuazfmsiasevaninuinaenlaesiuls e
Yeostulgymssuungasinviensvealiusnisle
AovaNURTLAYUDe Xpolog laun
. Hesestlodwusuldlunisaumndudou
o uanwa log WulUsunsy web browser gt
U log NnUszLan
.« uanswatayalugUiuunsm
- swsudeya log
. AREATINADUNITYINGIUYEY log
o ananudedanatalag la iy wualdy
a Y a < v
noAnssuNliun® aauy usy

|
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Application and Data Protection - Imperva

7 IMPERVA
.C. SECURESPHERE

[IELNE  Application View

Web Application: gg > ws > app

DISCOVERY & CLASSIFICATION SETUP [PROFILE| RISK MANAGEMENT POLICIES

AUDIT REPORTS

MONITOR

i i | t %
Change Application =
Bl Root HTTP || SOAP || Correlated Queries
o 5.4
=l URLs (Tree View) 2 "9 R HTTP Methods
URLS (List View) B Qi i(root directory) (14/14) D S
URL Patterns -6 v2 (1414) BCOFY - FPOST
: 3 BOELETE PUT
Cookies QS‘] pet (4/4) EMOVE E]
User Tracking BPROFFIND
Learned Hosts EPROPPATCH =

Susceptible Directories
URL Ingight Graphs
Access Patterns

Broken Links & References
Optimization

1 - Alok Shukla (2017)
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lngunfud g Adeenisiazsruuinaenideya
a 1) v & s = ' A a
WNenfulAsas I aiugIuYeseIAns wisnihenunazlaud
AITUBIANTATSEUUNANNTaUB9 LN 9L ASIAS
' Ao w I3 a &
7199 Nd1Ayve999AnT laslusunsy Imperva AU
wounalndulsioas (Web Application Firewall : WAF)
< I3 a1 o a < Iz °
Wugandwisneretesiunislaudnuivledlaevinnns

SnenFhansiadnaluiad

AN 2 NsaseTenuAUUlUTINTY Imperva

Allowed Content Types

|#] JSON

o] XML

|| Others ﬂ

Parameters

|Name |+|”|ValueT5rpe

category Foreign Language Characters (UTF-8) with additional characiers
id Foreign Language Characters (UTF-8) with addifional characters

E name Forsign Language Characters (UTF-81 with additional characters

photaUrls Foreign Language Characters (UTF-8) with addifional characiers
status Foreign Lanquage Characters (UTF-8) with addifional characters
tags Foreign Language Characters (UTF-8) with additional characiers

AATIEVLATAUMILUTENTUNS DAINIA B9E9HE kALYiINS
o & ' a A a
NYANIINIENIUU LYY aﬂmwmammagﬂiwmwu DDoS

¥ . Y
uanNIINU WAF U89 Imperva g3d1U1908379
1UslWd89n15991954a253nI50AIRUATEYE BN
978U09NUN1595195718719L8899UNTIE SINDINTIFBU
NOANIIUNSTTNLANLES

I !
et S i
un 34 OLiUn 2 Wyl -unuhad 2562




Penetration Testing - Metasploit

el S IOIt &5 Project - Test ¥ = Account - jondoe v & Administration v (3 Community
@ communlty
@ Overview 54 Analysis | L] Sessions 9 % campaigns - Web Apps % Modules > Tags Reports Tasks
Home Test Hosts
= Go to Host Delete % Scan £ Import ::>-? Nexpose @ Modules 2% Bruteforce @ Exploit @ New Host Q=
|§ Hosts || L] Notes || @ Services H @ Vulnerabilities | Captured Evidence |
Show W entries
L] IP Address Name 0S5 Name Version Purpose Services Vuins Notes Updated w Status
10.1.95.80 EH Unknown device 1 2 minutes ago
6 Linwx
vmware-bavm
] 10.1.95.113 vimware-bavm 2.6.12-9-686 #1 Mon device 1 1 3 minutes ago Shelled
Oct 10 13:25:32 BST
2005 i6B6
10.1.95.253 = Konica Printer printer 1 5 minutes ago
Showing 1 to 3 of 3 entries [ First | | Previous | . Mext | | Last |
<2 RAPID7

Metasploit Community 4.1.0 - Update 20111012000000

fian - Saeeddhgan (2019)

Metasploit Wulowmuwesa (projectopensource)
Ffun1sdunisinwauvasnfenisnoufiained
(computer security) lag Metasploit gnlddmsunis
NAFBUNITLAIZIZUU (penetration testing) 1ATINIT
Metasploit fignadalng HD Moore 1wl a.a. 2003 Jaqiu
agnelel Rapid7 ng Rapid7 lewmuiiesdusanuidn
Mg Metasploit Express wadtoug1nlild Metasploit
Framework a3

@ 2010-2011 Rapid7 LLC, Boston, MA

A 3 TUsunsu Metasploit

AsNAERUAUALTUAIUaEA A BT ITEUUIY
Wiosvuuasetny awnseld Metasploit Wua3asdiolu
nsvadeu lag Metasploit Li‘Ju%WﬁLn%ﬁagj’lumem
urannasuy @1unsaltAun W8 LaEATINERUNIYR-
nifluszuuadetisneufiames ogrslsinuiesan
Metasploit finaruausagedsenagnuesindulada
Aoufiumed dtudeufndsldnuidosdnnisiaues
Tswnsudesrulasa (antivirus) wasdanisyinaruwes

51088 (firewall)




g Anti-Phishing - Hoxhunt

Reported by 1252 users, 48 in your organization

Sender ip: 195.201.201.128 [ sncosw ]

Links:

111 www.office365.eu.com/signin ([IETETIED

ol oo 2 CLEMN

TUsun53 HoxHunt umendwsnviednsside

AnAL waztrevaaeuluiFesnnuasemindiuausiung
Unenfbrasynainsluesdng Meludiuresnsseiings T
Phishing Tnelusunsuiianunsndsnnunedidnnsetind
lugatmaneiidesnmsmagoumnuasemiin 1wy wiinaw
viefuims iilegindledsuldanmunedidnnseinday

T¥auauloseanmnuiedidnnseindivasnaistiunse
L egelstmudSuanmnedidnvseiindezliiindunse
a9 91nnsdsveslusunsy HoxHunt setudselewdi
azlasuannnisldaulusunsunenanifen1sseansy e

(awareness) ¥a4UAAINTIULTBIVDIANTUASUADALE
meansaune dsdioduiilandnvesesdnslulagiu
#1317 : Hoxhunt (2019)

AW 4 TUsunsy Hoxhunt

Fraud Detection - Riskified

RISKIFIED FLOW

) K

You can decide which We quickly provide You are only charged We guarantee
orders to submit simple approve/decline for approved orders approved orders in
decisions case of fraud

‘1’71@11 : Ghananewsline (2019)

AT 5 Riskfield flow

nsteariun1svinase (fraud detection) Ineunfutsesndu 2 Ussian loun
1. m3ngaadunslalumaiiiin (misuse detection) iumsnsradulnsendednuwazysesuuuuildimunliud
Munsyngnudahnivieuiisudedumsumansalfidntulussuuiienaiunyngnlaeass
X 2. mansdumsldandiinluanun@ide (anomaly detection) Taserdemsdanamgnssunslininens
yosszuuneniamesiRnlUnannznslinuund Tnedanmidnglivionnssuvaudlday
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fornnvaenasidedelnduszuurouiinnes  farudegs gnénoragnuelifiFmutunouniangte
dusonilsituennioannislauilasendordeddnives  aouifnfuanunfundetu vieenagnufiasmsinge-
SPUU uamnsndmadnsTisuswossuunuietoya  n1etug Taelusunsy Riskfied Siffwanediazdanisnig
yo39sAnslfiiuogags Tsuns Riskified WWulusunsy  ya3n viodelng Tnedauaudirnistesiusnydlda,
Alddeatunismasnartlngendonisifouivonndesins  AUANSIUIINNIIBEY, NMI8ENIINTEUULUUSATUSTA
(Machine Learning : ML) Tun1shasising@nssuuazae a9 6'?}&?‘1'&mmﬁszfaﬂiﬁ;ﬂsﬁawuLLaxaqﬁmﬁmmUaamﬁa
oy mlamzwgAnssuiliidiinglunsmaialiannsa  wagawsaduiunugsnssududidnnsedndliegig
Fnungld 1wy donuiimenislelussuudidnnsetind  hilanndedu o
fignénseviuds wuiliidunginssuiiung fllenna vide
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Aloe Vera (Linn) Burm f. ifufivdugn fdeunzudesdu
Tuduluiien esnFesisuseudu Taululng Yaelu
wan veulufmnuuvan wiuluundszana 1 3 o
Usvana 30 7 ndeUssana 3 @9 eauih ddeads
wden dreluduiuladidiengeu aendudeunneen
fivanewen launengesdeufinfulunase Yarendu
aonuentlu 6 uan dunseunies nardunauis Tull
a1siadlogvianguiln LU Aloe-emodin, Aloesin, Aloin,

3nenAansiazinaiuiad

UA 34 aUUA 2 wyeu-0nueu 2562

Glycoprotein (Aloctin A, Aloctin B) dhensdidimnaey
wideq (ﬁmwﬁlwaaamwwdwﬁ’;uamaﬂuﬁ’uﬁﬁ:u
Ta) a3 Anthraquinone 1Ju G-glycoside (Barbaloin:
Aloin A)

dnduunarnuaduivetiaue arsatnain
sssunAfieglusUves egladuie vieuriuladunazesla-
sulviolelounsunladu Fuduasidimasunies sa
v @1susznouligasiall C,H,,0, uarlaseasnasiauans

Tuguii 1




OH 4]

OH

CH,OH

CH,OH

OH

Aloin A

fun: oxladu (2561%)

O

OH )

CH;OH

CH;OH

OH

Aloin B

UM 1 lassadeansesladu

1
- -

ansdaArynidudnsaoangns

[

NUIRTTIUTENTE ALY

Aloin

wandlunsng uagdanseengms daandlunsauaslugun 2

N1599naN5

Wugnseune

Aloctin A, Aloctin B

auuuNa Jgvislunisewenazaaisasiyrastolsn

Aloctin A, Veracyslucan B, Veracysglucan C,

Bradykininase

ANNITONLAU

Anthraquinone

wiunsdusavesanld ana1n1sviesn

Manuronic acid, Glucuronic acid

tYestunmsiiauualunsenigems

Sennosides A, Sennosides B

Wuenszune

Traumatic acid (s@3luunnuluieg)

SnwILHaluNTEIWILDIMNS ann1suaInIaLarigaslu
NILNIEDINNT

jnenAansiazinaiuiad

UA 34 QUUA 2 wweu-0nueu 2562

21



Chemical constituents
of
Aloe vera

Sugars
g Lipids Alolns, Salicylic
and Vital and glvcoprotdns Active id and Essential
Amino Minerals and Enzymes actd an vitamins
Steroids * Hormones
acids Aloe-Emodin

— Anti-inflammatory |— Antioxidant Anti-inflammatory |— Purgative Antibacterial I: Anti-inflammatory [— Antioxidant
— Anticancer Antibacterial Antiseptic Anticancer Antifungal Antibacterial Anticancer
— Antiallergic Antipuritic Analgesic Antiviral Antiviral
— Antimicrobial Antibacterial Anti-inflammatory
— Antitumor and Analgesic

— Regeneration

fun: oxladu (2561%)
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—

Inglddngnsulainlunaslundndusiniasnuiu-

nAsAnwUTuerladulesiure e
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Usunwansegladulaeinailn HPLC-PDA wuUSunealans
pgladulujulannluaaliniunisdns 23.48 lulasnsy
sansuiegne Julasinludunisarsuaziuduudy
1199 8.78 lulasniusaniudiagne Julasinlusiiunis
u 3.61 lulpsnSusensusegne Tundnduain3osny
MuUease 0.44 lalasnsurensudingne wavilusune
Mgafianunsaiinsesiiuuinnald Tnedinimnugnies
wazulugh (LOQ) wirtu 0.14 lulasniusensu lesann
MUNNNTTITHa1Td Ay natevin 18U Aloe-emodin,
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Aloesin, Aloin, Glycoprotein (Aloctin A, Aloctin B)
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1bludla (non-renewable resources)

nsidenldfvinaza1enIaendu s WnuNg
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paclitaxel Wag docetaxol (Taxotere®) YUANAITFIPU  AVINAZAY LW Pressurized Hot Water Extraction (PHWE)

10-deacetylbaccatine Il #l#ann1sainis (renewable 3o nisadadisunfeuaudugs Wuwalianisaia

resources) Ya4AUaAUY (Taxus baccatal) Nawnsaldey  ldanudunazgungiiauieiinysednsnnlunisanin

TAP
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HEATERS/HEAT EXCHANGERS
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EXTRACT
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Pressurized hot water extraction (PHWE)
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Molecular Sciences, 13, pp. 8615-8627.
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Rombaut, N. et al., 2014. Green extraction processes of natural products as tools for biorefinery. Biofuels,
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Plant milking technology. (PAT plant milking©. Photograph: Philippe Psaila).
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Farid, C. et al, 2013. Green extraction of natural products: Concept and principles. International Journal of

Molecular Sciences, 13, pp. 8615-8627.

Plant Advanced Technologies, 2005. Plant milking. [online]. Available at http://www.plantadvanced.com/
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a UaqUiudl Wuinsududdn FavwAssuiananawazawingen (Small and Medium-sized Enterprises)
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